
Facing the Challenge 
The reality of malware today… 
 
 

Presenter
Presentation Notes
The reality of malware today, a long way from disgruntled kids in bedrooms and basements.



The Industrialization of malware 
• Well-funded production and distribution systems 
• Well-documented in security circles 
• Not well understood at C-level  
• Not well known at the user-level 
• Produces over 200,000 threats  

per day (new malware + variants) 

Presenter
Presentation Notes
In our experience, talking to business people, doing security awareness seminars with the general public, most people don’t yet realize that malware is being created and distributed on an industrial scale, sometimes with considerable sophistication, representing a serious and ongoing challenge to the security of our personal and corporate data.



Know the enemy 
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We coined the term “Malware Incorporated” to represent this new reality of organized, industrial scale, malware production and exploitation. In the next few slides we will look at some of the component parts.



Your data 
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Your information is grist to the mill of Malware Incorporated. A range of techniques are used to acquire this information.



Their dreams 
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A well-developed machinery exists to convert your data into wealth, to be enjoyed by the owners and operators of Malware Incorporated.



• Division of labor  
– Leveraging specialized skill sets 

• Market-based pricing 
– From raw materials to skills 

• Productized and packaged 
– Point-and-click GUIs 
– Support services 
– Marketing metrics and A/B testing 

 

Hallmarks of a mature industry 
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Today’s malware production and exploitation industry bears all the hallmarks of a mature business model. Note the wide range of positions, evidence of a high degree of specialization. So let’s take a look at the public face of this industry, some of the products through which it delivers.



*Thanks to Brian Krebs for sharing screenshots: krebsonsecurity.com 
And to Dr. Mark Vriesenga, BAE systems 

Examples 
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Examples:
IncognitoRat, first known Java-based, cross-platform botnet builder. It can infect Java virtual machines on MacOS and Windows systems.
Crimepack, an exploit kit.
Xxsed, a source for sites vulnerable to cross-site attacks.
Spamdot.biz forum for spammers.
Close up shows high quality of data on offer.
an example of SEO poisoning [leads to fake pharmacy].
more poisoning [leads to cookie stuffing survey scam].
the crimepack login.
SpyEye, the point-and-click botnet builder with plugins for everything from DDoS to Bank of America credential grabbing.
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• Bigger payoff with less chance 
of getting shot 

• Traditional crime is dropping 
• Cybercrime is rising 

Low risk, high reward 
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Average take from bank robberies in America is pulled from FBI 2011 crime statistics. Real world crime is dangerous: In 2010 the FBI recorded 665 felons killed in the execution of a felony and ruled justifiable homicides. Over 200 of them carried out by citizens.




• Serious threat 
• Still gearing up 
• Requires serious response 

– From law enforcement 
– To company networks 
– And end users (all of us) 

Adds up to? 
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New botnets of zombies are being created every day to power this massive crime machine.

You can do your part by securing your network, protecting your credentials, and defending all your end points, big and small, with effective anti-malware that can identify and repel new threats as well as old.
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The End
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